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Abstract 

Fog computing is also known as edge computing or Fogging. It is emerging technology and that 

provides an extension and enhancement to the cloud model of computing which attempts to bring the 

services, processing, application and storage to the edge of the network. This model helps in 

minimizing the latency and network congestion. Both technologies i.e. cloud and fog furnish similar 

resources  and  services, but  the  fogging  is  characterized  by  low  latency  with  a  wider  spread  

and  geographically distributed nodes to support quality and time period interaction. The  basic 

purpose of  fog computing or edge computing  is  to  reduce  the  burden  on  cloud  by bringing the 

workloads, services, storage facility, processing and bulky data close to network  edge. In this paper, 

the tendency is to describe the supremacy of fog computing design over cloud computing technology 

in terms of architecture and other features.  
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1. Introduction  

Fogging  or  fog  computing or edge computing  is  a  distributed  infrastructure,  where  some  of  the 

services, application  and data is managed at middle layer of cloud and hardware. Fog is “cloud closer 

to ground” [1]. In Fog Computing, devices communicate peer-to-peer to efficiently share or store data 

and take local decisions. The IoT devices are rapidly increasing, according to the Statista the IoT 

devices are expected to reach 75 billion devices in 2025 as shown in Figure 1 [2]. In the Internet of 

things (IoT), the data from the environment is collected via sensors and this data is transmitted to the 

cloud for the purpose of processing and analysis. In fact, the recent developments in IoT are mostly 

focused on centralized cloud-based architecture. Such approach comes with many shortcomings 

related to mobility support, distribution, and context awareness[1]. The focus of this paper is to 

eliminate those shortcomings and compare both technologies in terms of architectures, features and 

functions. 

 

 

 

 

 

 

 

 

 

Figure 1. IoT devices trend 
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2. Cloud Computing 

Today, cloud computing is considered a promising model of computing, since it can provide users 

with elastic computing resources based on shared computing techniques, virtualization, etc. Like  real-

world  clouds  that are composed of water  molecules,  the  term   ‘cloud‘  in  cloud  computing  is  the 

collection of networks. The user can use the modalities of cloud computing boundlessly whenever 

demanded. Instead of setting up their own physical infrastructure, the users ordinarily prefer a 

mediator provider for the service of the internet in cloud computing. The users have to pay only for 

the services they had used [3]. The workload can be shifted to reduce the workload in cloud 

computing. A load of service is handled by the networks which forms the cloud that's why the load on 

local computers is not heavy while running an application [4]. There  are  three  services  provided  by  

cloud  computing  that  are  Software  as  a  Service  (SaaS),  Platform  as  a Service  (PaaS)  and  

Infrastructure  as  a  Service  (IaaS) [3].  

One day in a speech at MIT around in 1960 John McCarthy indicated that like water and electricity, 

computing can also be sold like a utility. So, thus in 1999, the Salesforce Company started distributing 

the applications to the customers through convenient websites[5]. Amazon Web Services were started 

by Amazon in 2002 and they were furnishing the services of storage and computation.  In  around  

2009  big  companies  like  Google,  Microsoft,  HP,  Oracle  had  started  to provide cloud computing 

services [6]. The basic examples of cloud computing, which are used by general people in daily life 

are Facebook, YouTube, Dropbox, and Gmail etc. It provides the features like scalability, flexibility, 

agility, and simplicity that's why its use is exponentially increasing. 

2.1. Architecture of cloud computing  

The cloud computing architecture system can be categorized into two sections: one is known as the 

front-end and the other one is back-end. They connect to each other through a network, usually the 

Internet. At the front end of architecture the computer user, or client, operates. The back end is known 

as the "cloud" part of the system [7]. The client’s computer or user are operating at the front and the 

application required to access the cloud computing system. It is not necessary for all cloud computing 

systems to have this type of same user interface. Services like Web-based e-mail programs leverage 

existing Web browsers like Internet Explorer or Firefox. Other systems have unique applications that 

provide network access to clients [7]. It is depicted in Figure 2 given below. 

 

 

 

 

 

 

                                

            

        



Review article                                         University of Swabi Journal (USJ); Open access   

                                    
 

Uni. J. Swabi., Vol.2, Issue, 1. April 2018, pp. 7-12 

Figure 2.  Cloud Architecture 

3. Fog Computing  

The concept of fog computing emerged later on as the cloud computing was suffering from 

shortcomings. Fog computing can also be termed as ‘Fogging ‘or ‘Edge computing ‘. This term was 

first evolved in 2012 by the Ciso. It is mainly proposed for IoT applications with great number of 

services and real-time requirements. Fog is like middleware that combined cloud with the ground, 

where devices are located. The Fog computing main aim is to co-operate with cloud computing rather 

than replacing it.  In computing model of fog, the fog nodes are significant components. Fog nodes 

are any devices having the ability of processing, storage, and networking. In Fog computing the 

examples of fog nodes ate routers, switches, servers, machines, and video surveillance cameras [8].  

Fog computing paradigm has drawn significant research interest as it focuses on bringing Cloud based 

services closer to Internet of Things (IoT) users in an efficient and timely manner. In the architecture 

of Fog computing, it is clear that it basically extends cloud computing and services to the edge of the 

network, such as portable devices, smart objects, wireless sensors and other Internet of Things (IoT) 

devices, as illustrated in Figure 3 [2].  

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Three-tier computing Model 

4. Comparison of Fog computing with Cloud computing 

The fog computing concept is same as that of cloud computing but fog computing emerged as the 

Cloud computing is having some issues that were addressed by Fog computing. In this section, the 

contrast between fog computing will be highlighted. Cloud and fog computing share overlapping 

features, but fog computing has additional attributes such as location awareness, edge deployment and 

a large number of geographically distributed nodes in order to offer a mobility feature, low latency 

and real time interaction [9]. The most important feature of fog computing over cloud computing, is 

low latency and it responds quickly to the IoT devices queries and services. The focus of fog 

computing in the IoT is to improve the performance by reducing the amount of data transferred to the 

cloud for processing, analysis and storage. In fog computing, the data is collected by sensors and then 

it is sent to network edge devices for processing and temporary storage [10]. This is the reason that 
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latency in cloud computing is high but in fog computing it is reduced by a good margin. Fog 

computing provides high speed as compared to cloud computing. The Fog computing can run 

independently to ensure continuous services even when it has irregular network connectivity to the 

cloud. The current cloud models are not designed to handle the specics of IoT (i.e., volume, variety 

and velocity of data) [11]. 

In cloud computing the IoT devices send a huge amount of data and thus it leads huge network traffic. 

Fog computing enables hierarchical data processing to the IoT devices. This allows data processing to 

be carried out depending on application demands, available networking and computing resources. 

This, in turn, reduces the amount of data required to be uploaded to the cloud which will save network 

bandwidth. The fog computing saves the bandwidth by minimizing the traffic of data and cloud 

computing failed to save efficiently the bandwidth. The security and encryption mechanism provided 

by Fog computing technology is superior and more reliable than cloud computing, because the Fog 

computing furnishes the improved security of encrypted data as it stays closer to the end user rather 

than Cloud, where there is less chance of data to be stored securely. On other hand in Cloud 

computing the private data is transferred through globally connected channel, thus it becomes more 

vulnerable to cyberattacks or data lost may occur [2] . 

Cloud architecture is centralized and consists of large data centres that can be located around the 

globe, thousand miles away from client devices. Fog architecture is distributed and consists of 

millions of small nodes located as close to client devices as possible [2]. In cloud computing the 

number of server nodes are fewer due to its client-server architecture but in Fog computing 

architecture contains million   number of fog nodes. In cloud computing, data processing is done at 

remote cloud servers. In Fog computing processing and storage take place on the edging devices of 

the network i.e. close to the source of information. This proximity of processing is critical for real-

time control. In the absence of Internet the cloud system collapses drastically. Fog computing uses 

various protocols and standards, so the risk of a failure is much lower. In fog computing the 

processing, services, storage and applications are stored at edge device or on the known fog nodes so 

the IoT device or user could be aware of the location, but on other hand in cloud computing such a 

familiarity about the location is an issue. The cloud computing does not reduce the amount of data 

that is sent to the cloud but in Fog computing the size or the amount of data is reduced, whenever it is 

sent over the network. According to [12], the differences between both technologies can be 

summarised in the tables given in Table 1.. 

Table 1. Comparison of Fog and Cloud Computing 
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5. Conclusion 

After the discussion, it is clear that both technologies support IoT but fog computing is surpassing the 

cloud computing by overcoming its shortcomings. In this paper, the focus is to highlight the 

limitations of cloud computing model. Due to these limitations, the concept of Fog computing 

emerged as new technology in IoT networks. The low latency and higher rate of response makes 

highly recommendable over cloud computing. Due to large number of users and widely distributed 

networks, Fog computing is highly recommended for more efficiency and high productivity. 
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